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STRATEGIC COMMITMENT ON SECURITY SERVICES

To mAeovéKTnpa pag Baoiletal otnv KAV TEXVIKA Opada Kai otnv
oladikacia mapakoAoUuBnong Twv OXETIKWY UTTOSOHWY TTEAATWY HAG.

e Na tnv Cosmos n Baclkn Oéa Bpioketal otnv €gvomoinon
oladikaolwy 15027001 kat vopobeciac GDPR wote va oxedlaotei
éva amotéAecpa Tou 6a KAAUTTEL OAOKANPWHEVA TNV ACPAAELd
TTANPOQOPLAKWY CUCTNHATWY.

e H e€eldikeupévn Texvikn opdda pag mapakoAoubsi Tig e€eAifelg
otov topéa Kat ocuvOudalel TIG OLaBECIPEG EMAOYEG Yid TO KAAUTEPO
ATTOTEAECHA OTNV TPOOTAGIA TPOCWTIKWY OEGOHEVWV.
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Ti eivai To GDPR ;

O Eupwmaikog Kavoviopog 2016/679 (General DataProtection Regulation, GDPR) wn@iotnke oTIC
27.04.2016 Kat TiOeTal 68 UTTOXPEWTIKA £QAPHOYN Yid OAd ta Kpdtn PéAN tng Eupwmaikng ‘Evwong oTig
25.05.2018, dwapoppwvovtag éva eviaio Voplko mAaiclo. O VEOG KAvoVIOHOG AUEAVEL TIG UTTOXPEWOELG
TWV EMXEIPACEWY, EVW TO PEYEDOG TwV TPOBAETOUEVWY TIPOCTIHWY glval Peyalo.

To avtikeigevo Ttou levikou KavoviopoUu n Olapdp@won VopikoU TAdlsiou yia tnv emefepyaocia
TPOCWTIKWY O0£00pEVWY oTnV Eupwmdikn ‘Evwon, pe pia ceipd MEPIOPIOPWY KAl VEWY UTIOXPEWOEWY
OTIG ETMXEIPNOELG OXETIKA LE:

* TNV EMEEEPYATIA TWV TTPOCWTIKWY OEGOUEVWY, ATO TN SUAAOYN £WG Kal TNV KATAGTPOWPN TOUG
+Tn SUVATOTNTA PETAPOPAC TOUG O AAANEG XWPEG

* TNV TPOOTAGIA TWV OIKAWHATWY TWV PUOLIKWY TTPOCWTTWY

e TNV ACQPAAELA (EPTTIOTEUTIKOTNTA, AKEPALOTNTA, OLABECIPNOTNTA) TWV TTPOCWTIKWY OEOOHEVWV KAl

*TIC EVEPYELEC YVWOTOTOINONG TTOU OWEIAEL va KAVEL N €MIXElpnon o€ mepimtwon mapaBiaong.

2e mepimtwon mapdaBacng mPoBAETOVTAL CNUAVTIKA auénpéva mPOoTIha, Tou avddoya Pe to €idog Kat
T0 MEYEBOC TG, Bdavouv éwg ta 20 €KATOMHUPLA €UPW N TO 4% TOU TAYKOOHIOU ETNCLOU KUKAOU
EPYACLWV.

TI TPOOCPEPOLYE;

m}

1SO27001 driven GDPR compliance

o ISO27001 Consulting Services (Ekmaidsuon, epyaAeia, dladikacieg)
o Regulatory compliance & Nopikég Ymnpeoieg

o Internal Audits kat Vulnerability Assessments

o Performance Monitoring kat KPIs (NMS outsourced & on-premise)
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GDPR/ISO27001

Ailadikacia EAeyxov kai Eqpappoyng GDPR kai

1SO27001

» Kataypapn twyv 0e00UEVWY TTOU UTTAPXOUV amoBnKeupéva otny umodopn

» EvOeAexnq épeuva kal kataypagn Sladlkaclwy Kat SlEpYAclwy OTIC oTToieg Ba
£(PAPHOCTOUV TA TPOTUTIA KAl Ol Kavovicpol. MNpaypatomoinon GAP Analysis

« EmAoyn twv KatdAAnAwv Controls kat dtadikactwy amo to 1S027001 mpog

gpappoyn

« MpoTAcELg YIa AOYIOHIKO Kal utnpecieg ou Ba BeAtiwoouv to GDPR

Compliance.

o MeA€tn Piokwv kat DPIA

» Eykataotaon & mapapetponoinon AoylopikoU yia TNV KAAUYn Tou TpotuTou

e Ekmaidsuon og kaBs 0TtAdI0 6XeAIACHOU K UAOTIOINGNG

AUDIT

Baowol FAeyyol mpoofaong & Axdavelag

Kataypadn etalpkuy SLadkaolwy o
OYEON ME OYETIKA MPOTUNN pooTaoiag Scdousviy

Kataypadn Sedopévwy
kol Tpomou ensfepyaciag Toug

—

AvooKOTINoN UGLOTRPEVIIV ECWTEPLKWY
& efWTeEpIkwY SUVOTOTATWW YL
Reporting npoowrkwy Sedopéviov

ECWTEpIkOg EASYXOG YLa TNV STy VWO
TWV KaVOVWY OYETLKEA JE TNV
TMPOOTaGLA MPOCWIKWY Sedopsvuv

JXEAIAZMOZ

e Z1e8Lopoc povtédou kat Pnpdtwy vlonoinang

IXeSLaopAC TIOAMTIKWY TpooTaoiag
SeBopEVWV Kol TiEpLy pad
Wavikwy SLadwaouwy emetepyacioag Toug

b

Eowteplkr] Ekmaifzuon kot smkowwvia
TWV VEWV KOVOVWY

Ixelaopoc eowtepikhc avadopacnpog

» v Slolknon kaBuwg k
npoc¢ puBuotiko i dopelg

—

YAONOIHZH

aam Edboppoyn & umoothplin Sladikaoiww

N Edbappoyr Asitoupyikol povtEhou
yu mpootaoia Sedopdviwy

N MNepoutépw sTalplkn skmaiSsuon
ONETLKA pE TV Tipootaoia Sebopsviv
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NMEPITPA®H YMNMHPEZIQN
ISO 27001/ GDPR CONSULTING

Ix£dlo Apaong — Evorroinon GDPR kai 1ISO27001

GDPR (General Data Protection Regulation)

l

DPQ (Data Protection Officer)
Adjusted to Business Laws l Personal Data Only
l Continuous Training of Workers v Availability
= LAW TECH NMOAITIKEZ/AIAAIKAZIEY  Integrity
Legal Dpt. Security Officer Confidentiality
J' Elsgggggf)ﬂ(ms I8027001 Change Management
» Audits/Risk Assessments
Right Right Right Breach Tools “ i -
e Learn ecurity Policies
To To For Notification Incident management y
Rectification Erase  Access/Move React
K A Personal Data per RlskTreatment » DPIA
\\\ 8 Business Process " owainng Mining
\, ’ — BIA->BCP
& External HR/Marketing/Sales/Warehouse
Authority
Paper Documents Data Pockets System Level Tools/Controls
Access Control v v v | )
Logs Management 0OSHardening  Monitoring . Backup
s ; Antivirus/ .
Access Visibility Patching Software/DLP Antimalware Replicate
Databases/Excel/Word Central User
l—l ] Access Control ‘ _
A
DB Level ! i v Software N User
Physical ~ System  Network/FW training/awareness

'

Application Encryption
Anonymization  Audit/Logging/Alerting

Firewall

14452 Metamorfosi Attikis, Greece, Tel.+30210 6492800, Fax +30210 6464069, cbs.g
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Buara mposeroipaciag yia GDPR

1. Evnuépwon
Evnuépwon Twv BAGIKWY OTEAEXWY GXETIKA HE TIG VOUOOETIKEG AAAAYEC TOU EUPWTTAIKOU Kavoviopou.

2. Apxeio TV SpacTnPIoTATWYV eme§epyaciag

Tekpnpiwon twv dladikaclwy eme€epyaciag Kabwg Kat To €i00G TwWY TPOCWTIKWY O£O0UEVWY OE EVTUTIN
KAl NAEKTPOVIKNA Hop®n.

3. NoAimkn NpooTtaciag MNPoomMK®V AtSouivav
‘EAgyx0G Kal emavacxedlacpog TG ONHOCLEUPEVNG TTOAITIKAG TTPOOTAGIAG TTPOCWITIKWY OEGOUEVWY.

4. AIKQIOUATA TGV LITOKEIHEVRV

‘EAeyxoG Twv OladlKAClwV OTE VA KAAUTITOUV TA OKAIWHATA TWV UTTOKEIPEVWY OTwG  dlaypagn,
Tpomomoinon K.AT.

5. Ivupacelg Ye EKTEAOLVTEG TNV emegepyacia

‘EAgyxoG Kat tpomomoinon Ttwv OUUBACEWV HE EKTEAOUVIEG TNV e€me€epyacia wote va KAAUTTEL Td
amapaitnta apdpa tou Kavovicpou.

6. TLYKATABEON TWV LITOKEIYEVV

Emavacxedlacpog Tou Tpomou ANYnG cuvaiveong Kat avaveéwon TwY UPLIOTAPEVWY CUVALVECEWY TToU Ogv
KaAumtouv to GDPR.

7. Napapiaocn Acpaieiag MPoowKAOV §£50UEvaV

Ixe0la0POC Kal uAomoinon cucthpatog Olaxeiplong ameldwyv 24x7x365 kat avamtuén tng dladlkaciag
avagopdg cupBavtog mapaBiaong mpog TNV appodia apxn Kal Ta UTTOKEIEva.

8. YmevOvvog MNpootaciag Aedopévav (Data Protection Officer)

Avdbeon og @uolkO Tpoéowmo TNG WOW0TNTag tou DPO kat tomobétnon Ttou pOAoOU TOU OTO
OXETIKO E€TAIPIKO Opyavoypapud.

9. AleOvng NMNapovoia Eraipiag

Xe mepimtwon Olebvng mapouciag o aAAn xwpa tng EU Ba mpémel va oplotei o KUpla umelBuvog
yla tnv mapakoAoubnon tou GDPR kavovicpou.
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GDPR Compliance
Initial Audit & Evaluation Steps

A

e ®daon Exmaidevong & mapovoiaong epwTNUATOAOYIWV

Baowkn ekmaidsuon otov Kavoviopo GDPR péow YEVIKAG TEPLYpPA®ng K avaAuong Twy
EpWINUATWY, Tapoucia twv BU Managers ava Business Service (Sales, Marketing, HR,
Technical, Warehouse, Developers/LAB, KA)

e  DAOCN YEVIKNG KATAVONONG TGV ETAIPIKGOV SIASIKATIOV

@,

% Zuvevteu€elg pe BU Manages avd Business process Kat GUAAOYH GTOLXEIwWV
OXETIKA PE TIG ETAIPIKEG OlEPYATieg & poAoug. EmmAéoy avaAuon OTouU UTTApXEL
OUGXETION HE TPOOWTIKA Os0opEvd.

< AmO KolvoU cUPTARPWON TVAKWY Yld To £i00¢ Twv 0g00pEVWY, TNV onpacia
TOUug K TNV eme€epyaoia toug (Data Inventory) Baon Aiotag mapadsetypdtwy
Personal Data.

< Kataypapn tng dIKTUakng tomoAoyiag, DMZ & network devices, acUppata
diktua, firewalls kAT

< Kataypapn twv dladikaclwy mpocBaong ota cucthpata Kat diktua (Active
Directory, SSO, kAm)

<% Kataypagn cuctnudtwy eAEYXoU QUGIKAG TPOCBAONG OTOV XWPO (KAPTEG,

video, Access Control, KAAWSIWOELG, KATT)

e Epyacieg meAarn (oe ovvepyacia omov amaireital ye Tnv CBS)

> Xe BaBog cuPTARPWON TOU ApXIKoU epwtnpatoAoyiou Audit Kat avaAuTikn
meplypagn twv oladikaclwy avda Business Unit & Service

> ZupmAnpwon Tou epwtnyatoloyiou Gap1 (Procedures & General + Software
used)

> ZUPTARPwWOoN Tou epwtnuatoloyiou Gap2 (MS Systems)

» ZupmAnpwon Tou epwtnyatoAoyiou Data Mining avd Business Process & Service
(Bus & web sites/portals)

> Kataypagn K avaAuTikn meptypa@n Sladlkaoiag TUXoV HETAPopag O£00HEVWY
amo Kal mpog Tpita cucTApata
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> Evnuépwon mpog tnv Cosmos TwV MOAITIKWY ACPAAELAC KABWG K TwV 0dNYLwY
gpyaociag mou agopouyv yevikég dtadikaoieg CIA (Continuity, Integrity,
Availability) omwg backup procedures, Redundancy, laptop/mobile disposal
KATT.

e [Mapadortia

v TNivakag Kataypa@ng YEVIKWY utrabelwy, meavog Kivouvog K TpOTog
emiAuong/kKaAuyng Baon tng pebodoAoyiag Twv mapamavw PACEwWY.

v ZUVOTTIKN HEAETN TOoTToAOYiag K TpwtotnTag OlkTUou LAN & WAN o€ oxéon e
TOV OlaXWPLOHO K TNV KATATUNGN Tou.

V' Ava@opd KivOUVwY K TTPOTACELG avaoXeOLAOHOU GXETIKA HE TNV oUvOEDn HE
e€wTEPIKA SiKTUa KaBWE K TPOoTAcia Twv OXETIKWY web portals.

v Ta mapamdvw pwTNUATOAOYLA EMEEEPYACHEVA K OE CUCXETION HE TO GUVOAO
TWV EMIMAEOV KATAYPAPWY KAl EUTTABELWY.

e [poTteaivopeva mpoidvTa ava Kkarnyopia

1) ManageEngine Servicedesk, Quest K1000 KaAUTIToOuV Ta TAPAKATwW:
e Asset management & CMDB
e Incident Management
e Configuration & Change Management
e Reporting
2) PRTG, Solarwinds NPM/APM, ManageEngine Application manager
e [evikn mapakoAoudnon umodopng (NMS), Network & Application Mapping
e [apakoAoubnon spappoywv (Databases, Mail Servers, KAm)
e Alerting & Reporting
3) ManageEngine Event Analyzer, Solarwinds Log Manager kaAumtouv SIEM services:
e Log & Event correlation
o Windows Events & Threats
e File & Database Access
e Alerting & Reporting
4) ManageEngine ADManager & AD Audit, Quest File Explorer kaAUmtouy ta :
e User access
e Active Directory Alerting & Audit
e File Access Auditing
e Reporting
5) E€eidikeupéveg AUoelg Data Classification & Data Loss Prevention (DLP) péow
OUVEPYATWY
6) KAaowkég AUoelg Veritas Backup Exec, Antivirus Symantec SEP, Cisco Wireless Controller
& ISA Authenticator 6mwg Ndn mpocépovtal amod to etalptkd portfolio

KaA€ote pag yia omoladnmote mMAnpo@opia 1 mapouciacn 6Tov Xwpo 6ag:

K. Apng Xat{nmamag
Security & Compliance Officer, 1ISO27001 Lead Auditor
hatjipapasa@cbs.gr

TnA. +210 6492800 Fax: +210 6464069 www.cbs.gr
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