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NEPIFTPA®H YNHPEZIQON NMS OUTSOURCING
(NOC As a Service — NOCaaS)

210 Mo Baotkd eninedo n CBS wg MAPOY0¢ AMOUAKPUCHEVNG uTtooTRpLENg (RMS) mapakoAouBel
tnv umtodopr Tou TeAdTn os otabepr kabnuepvr Baon.

2TOXOG TNG UMnpeoiag eival va pewwbouv ta anpoPAenta cuppavta Slakomng avfdvovrag tnv
Sl100g0uoTNTA CUCTNUATWY KoL SIKTUWV. ME QUTA TNV UTINPESLA OL TUXOV SLayVWOELG YivovTal TiLo
aKpLPelg KaL Apeoeg eite oe AAON eite oe SuoAeLTOUPYLEG TNG UTLOSOWNG.

To aueoo 6delog Tou meAdtn gival n xprion UTIOSOUAG KOL TEXVOYVWOLOC LNXovVIKwyY th¢ CBS wote
va ipoBAEnovtal PAAREC MPLV AUTEG YivOouv avTIANTITEG ATTO TOV TEALKO XPHOTN KAl LELWOOUV TNV

TAPAYWYLKOTNTA TOoUu, N TipokaAéoouv Suolheltoupyla Kol Sltokomn TNG Astoupyiag Twv
CUOTNUATWV.

Y& TeplmTwon Tou n UTINPEGLO AMOMOKPUCHEVNC TapakoAouBnaong (monitoring) cuvbualetal pe
KAToLo cupBOAALO on site UTIOOTAPLENG, O NXAVLKOG TG CBS pmopel va eMEUPEL ATMOUAKPUCHEVA
1l on-site yla va emAUoEL TO TPOBANUO.

Me tnv kaBnuepvn (outsource) mapakoAoUBnon tnNg UTTOSOUNC TOU TTEAATH ETUTUYXAVOULE:

e Meiwon kootoug opadag IT

AnedeuBépwon MoOpwV yLo evo.oxoAnon pe AANEG opoywYLKOTEPEG SLASLKAOIEG
MpooBaon oe neploooTepn MANPodopia Kat VEEG TexVoloyleg

BeAtiwon aoddaAelag péow tng BeAtiwong dtabeciudtntag

MAnpeg reporting kat analytics yia tTnv opBr) Asttoupyia Twv cUCTNUATWY

H unnpeoia unopei va 500¢l eite pe tnv eykatactacn VPN LAN2LAN petafl tng umoSoung tng
Cosmos Kal Tou TteAATn £ite PEOW gyKATAOTAONG EVOG agent Tou Ba elval umevBuvoc yla OAn Thv
umtodopn (to AoyLopLko o xpnotpomnoloUpe sival to PRTG).
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OTL N €unelpn opdda tng CBS

H texvikn pog opdda (miotomonpévn kata 1ISO20000-1) Ba kataypael tnv SucAeLtoupyia oto
cuotnua ticketing wote va unapyxeL n cwoth MopakoAoUBNoN Twv ENOUEVWY BNUdaTwy. Me Tov

Tpomo auto o IT administrator Ba £xel tnv PefatdtnTa

napakoAouBel aflomiota TIg uTtnPEeoieg Kot ePpapuOYEG.
H AUon elval avegaptntn TG UTTOSONG KAL TOU KATOOKEUAOTH, Ue Historic Reports StaBéoiua kat
Xwpic kapla emumAéov enévbuaon oe IT umodoun (6nAadn fully outsourced). To Troubleshooting

UTTOPEL va YiveEL oo KowvoU LE TOUG EEELOIKEUIEVOUC NXOVIKOUC LOG.

OL RMS unnpeoieg xwpilovtal oTig MapakATw UEYAAEG EVOTNTEG:
Basic monitoring of Resources (yevika xapoktnplotikd onwg CPU, RAM, Hard Disk usage,

R/
0.0

€KTOC SIKTUOU, KATT)
Network Monitoring & Flows (EAeyxog StaBsowuotntag Internet Ynnpeowv & cuokevwv

S1kTOOU) Kal aPOoUCLOaN UNVLOLWY OTOTIOTIKWYV (reports)
Desktop Management, Server, Applications, Storage & Services Management

*» Ymnpeolieg p€tpnong molotntag & amokplong s€etdikeupévwy edpappoywy (SQL, Exchange,

WEB, Citrix kAm)
EVNUEPWON OE TIPAYHATIKO XPOVO GUUBAVTWY K SUCAELTOUPYLWY LECW email

R/
0.0

EméuBacn unxavikwv yla apecotepn eniluon (contract based).

R/
0.0

umnpeoisg mapakolouBnong Hypervised cuotnudatwv (Hyper-V/VMWare)

R/
0.0
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Managed Services: Monitor Networks and Applications

IT monitoring
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ONTIKONOIHZH YNHPEZIQN!
Ou amAol xapteg Slacuvdeong cUCTNUATWY €xouv Eemepaotel. H omtikomnoinon epopuoywv Kol UTTNPECLWVY TIEPA KAl TTAVW amd TNV armAn
Slaouvdeaon, opilouv to enodpevo eninmedo napakoAolBnong kat emépPacng. EvEelkTiko mapddelypa napakdtw ot live network topology map:
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XApTeG UropolV va untdpEouV Kal yLa TNV OTTTLKN ATELKOVLON EPapUOYyWYV Kal OXL LOVO GUGKEUWY :
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MeyaAog aplBuog eAéyxwy os kABe eminedo SIKTUWV, CUCTNUATWY K EPAPLOYWV:

MONITOR WHAT? TARGET SYSTEM TYPE? TECHNOLOGY USED?

2 Availability/Uptime 2 Windows = Ping

= Bandwidth,/Traffic 2 Linux/MacOs 2 SNMP

2 Speed/Performance 2 Virtualization O3 Wl

2 CPU Usage ' Storage and File Server 2 Performance Counters

2 Disk Usage 2 Email Server O HTTP

2 Memory Usage = Database o 55H

2 Hardware Parameters 2 Cloud Services = Packet Sniffing

0 Metwork Infrastructure = MetFlow, sFlow, [Flow

2 Custom Sensors = PowerShell

= Push Message Receiver
= PRTG Cloud
ADO SQL w2 ?  Microsoft SQL v2 ?  MysQLv2 ?  Oracle 5QL v2 g
Monitors any data source that is available via Monitors a database on a Microsoft S0OL Server  Monitors a database on a My3QL Server Monitors a database on an Oracle server
OLE DB or ODBC [MSSQL)
(TH | Add This B 111l AddThis B 1111 AddThis B 111 Add This p
PostgreSQL 7 WMI Microsoft SQL Server 2005 ?  WMI Microsoft SQL Server 2008 ?  WMI Microsoft SQL Server 2012 B
Monitors a database on a PostgreSOL Server Monitors the performance of an instance of Monitors the performance of an instance of Monitors the performance of an instance of
Micrasoft SQL Server 2005, Might not waork Microsoft SQL Server 2008 Microsoft SOL Server 2012
with the latest version of SOL Server 2005
(TN | Add This = 0|1 AddThis = |1 AddThis = |1 Add This &
WMI Microsoft SQL Server 2014 7 WMI Microsoft SQL Server 2016 ?
Monitors the performance of an instance of Monitors the performance of an instance of
Microsoft SQL Server 2014 Microsoft SQL Server 2016
(TH | Add This B 111l Add This b
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Napadeiypata pebddouv napakoAolOnong KPLoLUWV MOPAUETPWV

Mapadsiyua topakoAoudnon¢ o€ TPayUaTIKO XpOVo (UE totopika otowyeia) yio Eva VmWare Host

umten | v || 20 | s | 59 || eoncom | 1o

Last Scan: Last Up: Last Down: Uptime: Downtime: Coverage: Sensor Type:
17 s 17s 12d20h 99,7918% 0,2082% 94% VMware Host Performance (SOAP) sensor
o868
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PRTG Network Monitor 132 12735 I/ DIS 7452 1y
[:] Downtime (%) CPU usage £ E] Memory active (MByte) D Network usage  (kbit/s) [:] Datastore total... (msec) C] Datastore total...imsec)
D Disk read (Mbitfs) Disk write {Mbit/s) D Network trans... (kbit/s) Memaory consume... (%) Memory cons... (MB —_ total F' ALaten
€ otal meadLatenc ’
[:] Power (#) [:] Network receiv..ikbit/s) "Hideall Showall
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Napadsyua rapakoAovdnonc Cisco ASA Firewall VPN Connections:

Status: Sensors:

34 (of 34
v PING 223
Ping Time
0 mzec 446 msec

SPI"ISIII'S
I+ +~ 1io340f34 =» + (O

Pos = Sensor

PING 223

HTTP 29
=3 SNMP Cisco ASA VPN Connections 1
=4 SMMP Cisco ASA VPN to 109.110.238.78
ER SHMP Cisco ASA VPN to 194.219.85.100

SMMP Cisco ASA VPN to 194.30.230.5
SNMP Cisco ASA VPN to 195.46.31.186

System Health CPU

System Health Memory
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Example of SQL Server Memory Statistics:

£ notif

# Settings

Last Scan: Last Up: Last Drown: Uptime:
8mos Bmos 100,0000%
Optimizer Memory m 50QL Cache Memaory
. 8424 KB

Connection Memory
11,592 KB

2.368 KB 3.016 KB

Downtime:

0,0000%

Target Server Memaory

1.572.864 KB

Total Server Memory
1.366.720 KB

pplications

Coverage:
100%
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Evéeiktiko napadsiyua napaustpwv o Exchange mail server:

£ 10. MSExchangels Mailbox: Average Delivery Time Mailbox Database VEXZ B

M5Exchanagels Mailbox: Logon Operations/sec Mailbox Database VEXZ B

MS5Exchangels Mailbox: Messages Delivered/sec Mailbox Database VEXZ B

= 1E: M5Exchanagels Mailbox: Messages Queued For Submission Mailbox Database VEX2 B
=14 MS5Exchanagel5 Mailbox: Messaaes Sent/sec Mailbox Database VEX2 B

— MS5Exchanaels Mailbox: Messages Submitted/sec Mailbox Database VEXZ B

£ 16 MSExchanaels Public: Average Delivery Time Total

= 1t MSExchanagels Public: Logon Operations/sec Total

=18 MSExchangels Public Messages Delivered/sec Total

=18 MSExchangels Public: Messages Queued For Submission Total

= 20 MSExchangels Public Messages Sent/sec Total

= 2. MSExchanagels Public: Messages Submitted/sec Total

Real Time Accessibility via mobile Applications:

a oz reann
Q) Pentium FOIV bug
- . "

Software update is not
available
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TpomoL eMKOLVWVLAG e TOV XPNOTN o€ Tiepimtwaon evog Alert:

@ Send Email
(D Add Entry to Event Log
(D Send SMS/Pager Message
() Execute HTTP Action
(D Execute Program
(@ send Syslog Message
(D Send SNMP Trap

(@ Send Amazon Simple Notification
Service Message

(D Assign Ticket

(D Send Push Notification

(@ Send Microsoft Teams Message
(D Send Slack Message

(@ Send MQTT Publish Notification

EmkoivwvioTe pe évav g§e1dikeupévo oUuBouro Tng Cosmos Business Systems yia va avaAUoeTe padi TiIg avayKeg oag

Apn¢ Xat{nrardg, MSc., BSc., CISA TnA: 210 6492800

Cyber & ICT Security Consultant Fax: 210 6464069

hatjipapasa@cbs.qgr www.cbs.gr
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